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FINN BDAID

Certificate Authority CinemaVision CA

The certification center software, together with HSM devices (Hardware Security Module), create a technical
and organizational solution enabling issuing and employment the certificates, used to ensure integrity,
confidentiality, identification and non-repudiation access to sensitive data services.

The use of certificates is dedicated to founders and film teams:

¥"mainly using film material (image and sound) in digital formula

v/ assuming participation of a large number of film specialists and producers of various creation fields
in the production process (also coming from co-production and subcontracting entities)

v"demanding a confidential project repository at every stage of film production

v"applying various technical solutions in the field of archiving, exchanging and sharing files with film
materials

v" applying agile methods of film production, assuming simultaneous production with pre-production
and post-production

v"  being aware of the risks data confidentiality breaches during storage and processing of digital
repository

v' requiring secure archiving procedures and controlled permanent sharing of large numbers of files
within film team specialists propertied different access rights.

CinemaVision CA certification covers:

v’ experts:
e included in the basic and extended film crew
e cooperating remotely with each other
e performing various technical activities on behalf of cooperating co-producers,
subcontractors and distributors

v"  hardware infrastructure:
e devices for registration and projection
e network, servers and local workstations

Certificate Authority ensures:

v" indisputable authentication of people and devices

v'  obtaining practical security in the field of archiving and sharing film materials in accordance with
the assumed competences of individual specialists within the film team

v" high comfort of use in relation to the costs of ongoing service, taking into account the speed
and efficiency of issuing / exchanging certificates and no requirement of an expert with high
domain skills to participate in this process

v" long period of utilization without incurring further costs, due to the practically unlimited number
of issued certificates in the system.

Product information is available on the websites: finn.com.pl and cinemavision.com
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Certificate Authority CinemaVision CA

Certification under CinemaVision CA guarantees indisputable authentication of people and devices and creates
conditions for the implementation of intelligent and controlled access to data.

CinemaVision CA certification center meets high requirements:

v" full integration with the hardware security module HSM (security certificate according to FIPS-140-2
standard at levels 2 and 3)

v' the possibility of implementation in the test instance without the use of HSM and in the production

instance with the use of HSM

support for all modern and safe algorithms recommended by elDAS (SHA-256 / SHA-512 hash

functions and RSA keys with a length of 2048/4096/8192 bits)

automatic support for the repository of certificates, CRL lists, OCSP services and TSA time stamping

possibility of working in increased security mode (off-line mode)

working with clusters of HSM devices to achieve high availability (HA) and scaling performance

a license that allows utilization by an unlimited number of users, systems, certificates and certification

authorities

a license that allows the support of all encryption key lengths supported by HSM

full respect of the planning, installation, commissioning and operation procedures required for

the certification center.

AN RN AN

ANIRN

The provision of CinemaVision CA services is based on:

v"  documentation compliant with RFC 3647 recommendations, including:
e Certification Policy (CP)
e Certification Practice Statement (CPS)
e internal procedures (CV.CA.PROC)
e instruction for subscribers (INS)

v"  object identification (OID).
Types of certificates under CinemaVision CA:

v" OCSP — used internally by the online service, to sign responses to requests for certificate status

¥" Personal — for signing and encrypting data sent electronically, mainly by e-mail, for system access
authorization and customer authentication in SSL connections

v' Code signing — for confirming the identity of network routers. It allows you to create virtual private
networks by setting up encrypted connections

v" IPsec — for confirming the identity of routers in both local and internet networks. It allows you
to create virtual private networks by setting up encrypted connections

v' SSL — for securing web servers and confirming their authenticity. It allows you to set up an encrypted
SSL connection between certificate servers and clients and to provide secure login to services.

Product information is available on the websites: finn.com.pl and cinemavision.com
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